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Abstract: Broker executed searchable encryption (BESE) scheme was proposed for the confidentiality issues of cloud
application data. The scheme did not need to modify the cloud application or user habits, thus had strong applicability.
Firstly, systematic and quantitative analysis on BESE scheme was conducted in terms of query expressiveness, perfor-
mance and security. Then, the main challenges of BESE scheme including securely sharing index and encrypted data be-
tween brokers were pointed out, and corresponding schemes were proposed to address the above challenges. The experi-

mental results show that the BESE scheme can effectively protect the user data in the cloud, achieve a variety of search
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functions, and has high efficiency and security.
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